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Changes introduced in this
update release

This chapter includes the following topics:

■ Anomaly detection using AI

■ SecureFS faults

■ Supported environment and platforms

Anomaly detection using AI
TheAI-powered anomaly detection protects your system in real time fromharmful
events such as data breaches and potential ransomware attacks. File system
statistics and entropy values are monitored for established patterns of behavior
and any deviations are reported as anomalies. Alerts are generated and you can
view the trend graphs in the Arctera InfoScale OperationsManager UI. For more
details, see the Arctera InfoScale™ Operations Manager User's Guide.

SecureFS faults
The following faults are added to enhance monitoring and fault detection for the
secure file system (SecureFS):

■ HOST_VXFSTASKD_DOWN
The following fault is displayed if the vxfstaskd daemon is not running on
the host:
The vxfstaskd process is not running on this host
The fault is resolved once the vxfstaskd service is up and running.

■ SECUREFS_CHECKPOINT_FAILURE
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The following fault is displayed if there is a failure in creating a SecureFS
checkpoint for a file system:
Failed to create securefs checkpoint for filesystem
The fault is cleared once the underlying issue with the specified file system
is resolved.

For more details, see the Arctera InfoScale™ Operations Manager User's Guide.

Supported environment and platforms
Note the following requirements:

■ InfoScale™ Operations Manager server running on Linux with minimum
version 9.0.0.200.

■ InfoScale version 9.0.2 or later on Linux platform.
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Known issues
This chapter includes the following topics:

■ Subsequent faults are not displayed until the earlier fault is resolved if an
anomaly is detected for an attribute that is different from the earlier one

■ Anomaly graphs are incorrectly shown for all the cluster nodes though
anomaly detection is enabled only for a single node

Subsequent faults are not displayed until the earlier
fault is resolved if an anomaly is detected for an
attribute that is different from the earlier one

If an anomaly is first detected for one attribute and another occurs later for a
different attribute, the fault description remains unchanged. It continues to reflect
only the first attribute and is updated only after the initial fault is resolved.
(IIP-45544)

Workaround:

There is no workaround for this issue.

Anomaly graphs are incorrectly shown for all the
cluster nodes though anomaly detection is enabled
only for a single node

In a cluster setup, if you enable anomaly detection on one of the cluster nodes,
the Anomaly Detection option appears enabled for all cluster nodes in the UI.
However, the file system statistics and entropy patterns are monitored for
anomalies only on the nodewhere anomaly detectionwas explicitly enabled and
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trend graphs are generated solely for the statistics observed on that node. The
UI however incorrectly shows the same trend graphs for all the cluster nodes,
giving the impression that anomaly detection is active cluster-wide. (IIP-45565)

Workaround:

There is no workaround for this issue.
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