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Enhancements in this
patch

This chapter includes the following topics:
= New faults
= Update in Tomcat directory and files ownership

= Configuring SecureFS (immutable checkpoint)

New faults

Fault for Veritas Volume Replicator

A new fault of type warning is implemented for Veritas Volume Replicator to identify
when SRL and data volumes are on the same disk. The fault is raised on the RVG
consisting of such SRL and data volume, and is then propagated to the respective
host.

Fault message is 'SRL and data volumes are on the same disk' and topic ID is
‘event.alert.vom.vvr.datavol.srlvol.same.disk' . The topic ID can be used to
create rule in the Server perspective.

Fault for Veritas Cluster Server

A new fault of type error is implemented for VCS. The fault is raised on the remote
cluster which shut down abruptly and is not able to update its resources or service
groups status to the reporting Operations Manager Management Server.

VIOM Management Server is reporting the status of the remote cluster as faulted.
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Fault message is 'Cluster is down. Administrative action is required.' and topic
ID is 'event.alert.vom.vcs.cluster.down'. The topic ID can be used to create rule
in the Availability perspective.

Update in Tomcat directory and files ownership

Ownership of the following directory and files has changed from root:root to
tomcat:tomcat.

m /opt/VRTSsfmcs/webgui/tomcat/ dir

m /opt/VRTSsfmcs/webgui/tomcat/conf/context.xml 600

m  /opt/VRTSsfmcs/webgui/tomcat/conf/catalina.properties 600
m /opt/VRTSsfmcs/webgui/tomcat/conf/catalina.policy 600

m  /opt/VRTSsfmcs/webgui/tomcat/webapps 750

m /opt/VRTSsfmcs/webgui/tomcat/bin 750

Configuring SecureFS (immutable checkpoint)

In this patch release version 8.0.2.400, the secure file system feature is enhanced
to identify the underlying application (Oracle) and then secure the file system
accordingly. In the earlier version, SecureFS feature was available only for General
Applications. However it is recommend that you install the patch if you want to use
the SecureFS feature for general application or Oracle or both.

When you install the 8.0.2.400 patch and InfoScale 8.0.2 Update 2, you can
configure immutable checkpoint on a file system that is mounted on a InfoScale
volume. Immutable checkpoints are supported only on VxFS. Hence all directories
including the sub directories should be VxFS mount points.

The feature supports General Applications, Oracle 19C, and Oracle 21C. Compliance
(WORM) and Enterprise (SoftWORM) can be configured for all the listed applications.

To configure immutable checkpoint for Oracle application, ensure that you select
the host and the volume on which Oracle is installed or configured.

For more information about how the feature works for Oracle application, refer to
the Storage Foundation 8.0.2 Administrator's Guide - Linux documentation on
Veritas SORT.

To perform this task, your user group must be assigned the Admin role on the host
or the Server perspective. The permission on the host may be explicitly assigned
or inherited from a parent Organization.
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To configure immutable checkpoint

1 Inthe Management Server console, go to the Server perspective and expand
Manage in the left pane.

Expand Organization or Uncategorized Hosts to locate and select the host.

Expand the host and Volumes to locate the volume on which you want to
configure immutable checkpoints.

4  Right-click the volume and select File System > Configure SecureFS >
Immutable Checkpoint.

5 Inthe Immutable Checkpoint - File System Options panel, enter the required
information.

See “Immutable Checkpoint - File System Options” on page 7.

6 Click Finish to secure the file system.

Immutable Checkpoint - File System Options

Use the Immutable Checkpoint - File System Options wizard panel to configure
immutable checkpoints on an existing file system. Based on the file system that is
selected, General or Oracle application type is displayed in the Select Application
field. Use the drop-down option to change the system selected application type.

Fields mentioned in Oracle options table are displayed only if the selected host
or volume has Oracle installed or configured.

Table 1-1 Oracle options
Field Description
Orahome Enter the directory path where Oracle is installed.
Username Enter the username to access the application file.
SID Enter the system identifier.




Table 1-2 Other options
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Configuring SecureFS (immutable checkpoint)

Field

Description

Mode

Select between Compliance and Enterprise
mode.

Compliance (WORM) or Enterprise
(SoftWORM) mode is set on the file system.
Compliance (WORM) is the default mode
which cannot be modified once configured.

Although you can upgrade from Enterprise
(SoftWORM) to Compliance mode.

Audit log

Logs certain events to persistent storage.
Once enabled it cannot be disabled.

Checkpoint selection

Interval

Specify the checkpoint frequency. You can
select one of three options: hourly, daily, or
weekly.

Default selection is, every one hour.

Total checkpoints

Specify the total number of checkpoints that
you want to set.

Default selection is 1.

Retention

Specify the time for which the checkpoint
should be retained. Based on the selected
interval and total checkpoints the retention
period is auto populated, however you can
modify the value.

If checkpoints are already configured and you want to remove all the configurations,
then select the Unconfigure application checkpoints checkbox. This clears all
the checkpoints and the Oracle configurations if any on the selected volume.

See “Configuring SecureFS (immutable checkpoint)” on page 6.
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Deprecated features

This chapter includes the following topics:

» Deprecated features

Deprecated features

The Ransomware and Corruption protection features, to secure a file system that
is mounted on a InfoScale volume, are not available when you install this patch
(8.0.2.400). The feature is documented in InfoScale Operations Manager 8.0.2
Users Guide, chapter Managing file systems.

If you have secured your files systems using these features in version 8.0.2, contact
the Veritas Support team to reconfigure the files systems using the latest patch.



Known issue

This chapter includes the following topics:

= Configure replication operation for encrypted volumes is not supported (15442)

Configure replication operation for encrypted
volumes is not supported (15442)

Using the Management Server console, you cannot perform the Configure replication
operation on encrypted volumes. The operations fails.
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