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VIOM Patch 8.0.0.200
This document includes the following topics:

■ Post-installation tasks for this patch

■ Certificate expiry detection and renewal feature

■ Implementing US Executive Order (EO) requirements

■ Implementation of new VVR faults

Post-installation tasks for this patch
After you install Patch 8.0.0.200 on a Veritas InfoScale Operations Manager (VIOM)
Management Server, you need to upgrade below two add-ons if they are installed
and enabled:

■ Update Application Migration add-on to VRTSsfmappmig-8.0.0.200 or later.

■ Update Veritas HA Plug-in for vSphere Web Client add-on to
VRTSsfmhac-8.0.0.200 or later.

In case, if your Management Server is configured and running in FIPS mode, you
may not be able to log in to VIOM GUI. To fix the issue, follow the steps:

1. Delete the java.security and java.security.bkup files from following location:

a) /opt/VRTSsfmcs/webgui/jre/lib/security/java.security

b) /opt/VRTSsfmcs/webgui/jre/lib/security/java.security.bkup

2. Take backup of existing java.security file and replace it with new file:

a) cd /opt/VRTSsfmcs/webgui/jre/conf/security/

b) cp java.security java.security.bkup

c) cp java.security.fips java.security



3. Take backup of existing setenv.sh file and replace it with new file:

a) cp /opt/VRTSsfmcs/webgui/tomcat/bin/

b) cp setenv sh setenv.sh.bkup

c) cp setenv.sh. fips setenv.sh

4. Restart VIOM web server using the following
command:/opt/VRTSsfmcs/bin/vomsc --restart web

Certificate expiry detection and renewal feature
VIOM provides a provision to detect and renew VIOM Management Server and
VIOM Agents certificates.

During the HOST discovery, VIOM performs the certificate expiry detection. If the
expiry date of the certificate is found 120 days or less, then below fault appears on
the VIOM GUI with number of remaining expiry days.

“VIOM certificates will be expired within %days_remaining% days. Renew
certificates”

Whenever you see the fault in VIOM GUI, you need to perform renew certificates
operation to renew the certificates. If you fail to renew the certificates in 120 days,
then VIOM Management Server and Agents may stopped working.

To renew certificates

You can start the certificate renewal process when your certificates are about to
expire by performing the following steps:

1. On the VIOM Console, click Settings > Host.

2. Click the Renew Certificate option at the top of the menu bar. The Renew
Certificates pop-up window opens.
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3. Click the Renew button to renew the certificates.
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Once Management Server and Agents certificates are successfully renewed,
the fault disappears.

Note:While performing certificate renew operation, VIOM validates whether
all the agents are in the connected and reachable state. In case if any Agent
is not connected or not reachable then you must need to fix the communication
issue to renew the certificates.

4. If you are using third party certificates for sfm_agent then VIOM will detect it.
In this case, renew certificate operation will renew certificates on Management
Server only and you have to manually run the
import_sfm_agent_certificate.pl script to update sfm_agent certificates
for VIOM Agents.

Implementing US Executive Order (EO)
requirements

VIOM supports Event log management requirements (EL1) by US executive order.

If you want to implement the EO, you need to do the following stepsmanually:
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1. In the /opt/VRTSsfmcs/webgui/tomcat/conf/server.xml file (Linux), inside 
"Valve className="org.apache.catalina.valves.AccessLogValve" tag, 
change the directory and log statement pattern as mentioned below:

■ Change the directory tag to directory="${web.log.dir}"

■ Change the pattern tag as follows:
pattern="%{yyyy-MM-dd}tT%{HH:mm:ss.SSSXXX}t ${hostName} 

SourceIP=%a DestinationIP=%A &quot;%r&quot; %b StatusCode=%s 

ResponseTime=%F milliseconds SessionID=%S

IncomingHeaders=&quot;%{User-Agent}i %{Content-Type}i %

{Accept}i %{Accept-Encoding}i %{Accept-Language}i %{Accept-

Charset}i&quot; OutgoingHeaders=&quot;%{Content-Type}o %

{Content-Length}o %{Server}o&quot;"

■ Add maxDays tag as follows:
maxDays="30"

Note: For Windows the file path is C:\Program
Files\Veritas\VRTSsfmcs\webgui\tomcat\conf\server.xml

2. RestartWeb server.

After you restart the Web server, you can see the new logs inside the
/var/opt/VRTSsfmcs/logs directory.

Implementation of new VVR faults
VIOM Implements the following two new VVR faults:

■ SRL Disabled
If RVG volume is SRL and state is 'DISABLED' thenSRL for RVG%obj_name%
is disabled fault gets raised. This is a part of VVR discovery.

■ RLINK detached
If the Rlink state for RVG is 'DETACHED' then Rlink for RVG %obj_name%
is detached fault gets raised. This is a part of VVR discovery.
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