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Security patch 8.0.0.410
This document includes the following topics:

■ Security vulnerability fixes in InfoScale Operations Manager

Security vulnerability fixes in InfoScaleOperations
Manager

The following are the 8 vulnerabilities (High - 3, Medium - 4, Low - 1) fixed in
InfoScale Operations Manager 8.0.0.410 Security Patch. To receive the latest
vulnerability fixes, you need to update their Management Servers to a minimum of
version 8.0U4SP1 (8.0.0.410).

If you are using InfoScale version 7.2 or higher servers (newer), upgrading InfoScale
Operations Manager Clients to version 8.0.0.410 is also possible. However, for
servers running InfoScale version 7.1 or older, InfoScale Operations Manager
Clients can be upgraded only to version 7.4.2.800.

For more information, visit Veritas InfoScale Operations Manager (VIOM) Security
Advisory

Table 1-1

Is Management Server
impacted

SeverityIssuesname

Management Server and
Clients

HighArbitrary Code Execution: The InfoScale Operations Manager
web application does not validate the user supplied data and
appends it to OS‐commands and internal binaries used by the
application. An attacker with root/administrator level privileges
can use this vulnerability to read sensitive data stored on the
servers, modify data or server configuration and delete data or
application configuration.

1

https://www.veritas.com/content/support/en_US/security/VTS23-007
https://www.veritas.com/content/support/en_US/security/VTS23-007


Table 1-1 (continued)

Is Management Server
impacted

SeverityIssuesname

Management ServerHighSQL Injection: The InfoScale VIOM web application is vulnerable
to SQL Injection in some of the areas of the application. This
allows attackers to submit arbitrary SQL commands on the
back-end database to create, read, update, delete any sensitive
data stored in the database.

2

Management Server and
Clients

HighCommand Execution via Insecure File Upload: The InfoScale
VIOM-Xprtld web application allows an authenticated attacker
to upload all types of files to the server. An attacker can execute
the malicious file and gain complete control of back-end server.

3

Management ServerMediumCross-Site Request (CSRF) Forgery: The InfoScale VIOM web
application is vulnerable to Cross-Site Request Forgery attacks.
An attacker can coerce authenticated users into performing
actions without their consent or knowledge of them performing
that action.

4

Management ServerMediumCross-Site Scripting (XSS): The InfoScale VIOM web
application is vulnerable to Cross-Site Scripting (XSS). An
attacker can run malicious scripts in the context of the website
in order to steal content stored in DOM and impersonate the
user, coerce the user into carrying out unintended actions on the
web application, or modify the content displayed to the user.

5

Management ServerMediumCSV Excel Macro Injection: The InfoScale VIOM web
application has a functionality that allows for users to export data
in CSV format. This data is not sanitized and allows injection
attacks against end-users who open the CSV files. By crafting
special payloads, an attacker can run command-line programs
via Microsoft Excel on a victim's machine in order to compromise
their system.

6

Management ServerLowArbitrary URLRedirection:The InfoScale VIOM web application
redirects clients based on the navigation history without
validation. While applications often need to redirect users
between areas, this functionality can be used maliciously when
implemented without adequate security controls. By crafting a
special Webpage for victims, an attacker can trick a user into
visiting a page that redirects them away from the safety of the
application to the attacker's domain.
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Table 1-1 (continued)

Is Management Server
impacted

SeverityIssuesname

Management ServerMediumMissing Authentication - Direct Request: The InfoScale VIOM
web applications do not have sufficient authentication checks in
place for accessing sensitive files and resources. This can allow
an attacker to directly access the application resources without
proper authentication and gain access to sensitive data
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